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Combating Online Scams

Online fraud and scams have become a national consumer protection crisis, particularly for older
Americans. Criminals increasingly use social media advertisements, fake online marketplaces, Al-
generated impersonations, romance scams, phishing schemes, and fraudulent financial solicitations to
steal billions of dollars from American consumers every year.

According to the Federal Trade Commission, Americans lost an estimated $195.9 billion to fraud in 2024,
including more than $81 billion stolen from older adults. However, a recent report found that fraud losses
are significantly underreported and that the full economic toll is much higher. Older adults are
disproportionately targeted because they are more likely to have savings and to own assets such as their
homes or investments.

Social media platforms, including Facebook, Instagram, Google, and WhatsApp, are now the most
common channels scammers use to find and reach potential victims, often through paid advertisements.
A Reuters investigation uncovered that Facebook's parent corporation, Meta, estimated the company
could earn billions annually from high-risk scam ads and that users were exposed to enormous volumes of
fraudulent content across Facebook, Instagram, and WhatsApp. Alarmingly, Meta earned $14.3 million in
revenue from scam ads, most of which target seniors, with 73% of impressions (the number of times an ad
is displayed) coming from users over 65.

Alliance Position:

Consumer protection laws and attorney general enforcement have been the first line of defense against
online fraud and are vital for fighting it. The Alliance opposes any federal efforts to weaken state authority,
override local laws, or limit states' power to investigate scams and unfair business practices. We
categorically believe that weak federal preemption could leave older Americans, and American consumers
in general, with fewer protections and opportunities to recover losses when scams occur.

Federal Legislation Combating Scam Advertising Online

The Alliance supports legislation to address the rapid growth
of online fraud and scam advertising. One bipartisan proposal, Help Stop

the Safequarding Consumers from Advertising Misconduct Online Scams.
(SCAM) Act, S. 3774, H.R. 7548, introduced by Sens. Ruben Tell Your I
Gallego (AZ) and Bernie Moreno (OH), and Reps. Dan Meuser :
(PA) and Lou Correa (CA) would require online platforms to Members of | :
take reasonable steps to prevent fraudulent and deceptive Congress to

ads, strengthen accountability when scams occur, and Take Action.

strengthen the Federal Trade Commission's and states’ ability
to enforce violations of consumer protection laws.
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https://https://www.ftc.gov/news-events/news/press-releases/2025/03/new-ftc-data-show-big-jump-reported-losses-fraud-125-billion-2024
https://https://consumerfed.org/reports/true-cost-of-online-scams/
https://https://www.reuters.com/investigations/meta-is-earning-fortune-deluge-fraudulent-ads-documents-show-2025-11-06/
https://https://https//www.moreno.senate.gov/press-releases/new-moreno-gallego-bill-cracks-down-on-big-tech-fraudsters/
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Strengthening Enforcement

The Alliance also strongly supports S. 3982, the Al Fraud Accountability Act, introduced by Senators Lisa
Blunt Rochester (DE) and Sen. Tim Sheehy (MT), and H.R. 7786, introduced by Reps. Vern Buchanan (FL)
and Darren Soto (FL). This legislation would create new federal penalties under the Federal
Communications Act to prohibit falsely posing as a real or imaginary individual through a highly realistic
digital impersonation with the intent to defraud a person of money or other things of value.

State Legislation

The Alliance supports state-level initiatives, including the “Fraudulent Social Media Advertising Prevention
Act,” a bill introduced in the New York State Assembly to require social media corporations to be held
accountable for scam advertisements on their platforms.

The legislation would require platforms to verify advertisers, remove fraudulent content, strengthen scam
reporting systems, and face legal consequences if they fail to enforce their own anti-fraud policies.

Technology and Social Media Platforms Must Take Stronger Action to Protect
Users

Technology and social media companies must take much stronger action to prevent their platforms from
being used to facilitate fraud, particularly schemes targeting older Americans. It is unacceptable that these
corporations profit from ad revenue and user engagement, yet often fail to remove scam content or
adequately enforce anti-fraud policies.
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https://https://www.bluntrochester.senate.gov/news/press-releases/news-senators-blunt-rochester-and-sheehy-introduce-ai-fraud-accountability-act/
https://https://www.nysenate.gov/legislation/bills/2025/S8605



