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What is AI?

How It Works:
• Trained on huge amounts of data (voice 

recordings, emails, images)
• Learns patterns in how people communicate
• Generates realistic new content like voices, 

texts, images

Examples of AI Today:
• Chatbots that answer like a person
• Voice assistants (like Siri, Alexa)
• Fake phone calls or videos

Why It Matters:
AI can now fake voices, messages, and videos, 
making scams harder to detect, especially for 
older adults.



Real or AI?



AI Scams Impact Seniors

Social media platforms and AI tools are 
helping scammers target seniors.

• AI-assisted scams dramatically increasing.
• $4.8B in losses (2024, 43% increase)
• Social media platform features enable 

easy exploitation of victims’ trust.
• Federal rollbacks of consumer protection 

agencies.



Big Tech’s Role

Not just enabling, profiting

• Despite written fraud policies, Meta makes 
$16B per year off of fraud ads

• Meta serves users 15B scam ads per day.

• Common themes continually emerge

• Have an essential responsibility to slow and 
stop these scams. 



Government Impersonation Scams

• Scammers deceive users into sending money 
or PII

• Simple and fast to create fake pages or send 
unsolicited message

• Platform responses not timely

• Facebook reports $67M in losses



Romance Scams

• Scammers create fake online profiles to 
build deceptive romantic relationships to 
steal money and PII

• Prey on loneliness and need for 
companionship

• Impact finances, health, family bonds, 
dignity

• FBI reports $367M in losses to older adults 
(2023)



Embedded Chatbots

• Scammers create chatbots posing as 
official representatives for companies 
with the intent of providing false or 
misleading information.

• Chatbots embedded in payment systems 
create additional risk. 



Healthcare Scams

• Scammers use social media and AI to direct 
people to deceptive healthcare-related 
websites.

• AI allows for deepfakes, falsified medical 
records, etc.

• Medicare loses an estimated $60 billion 
every year to fraud, errors, and abuse.



Distressed Family Member Scams

• Scammers call, email, or message and 
impersonate a close relative in a crisis 
situation, asking for immediate financial 
assistance.

• Voice cloning can imitate voices and say 
anything compelling.

• Travel information and other personal details 
from social media can be used against posters.



 Share Your Stories

 Educate Yourself

   Protect Yourself

Stop the Scam Campaign: What You Can Do

SPEAK UP.
STOP THE SCAM.

• Be aware of trends
• Stay vigilant
• Set

• Tell us about your 
experiences.

• Tell others what you’ve 
learned.

• Set a family password
• Go to the source
• Use strong passwords

       Contact 
          Your 
 Representatives

• Contact decision makers.
• Hold big tech accountable.



Stop the Scam Campaign: Coming Soon

Digital Toolkit Webinars Local Events
Story 

Collection

Train the 
Trainer

National 
Presentations

Partnerships OpEds & LTEs



  Questions?

Maureen Dunn
mdunn@retiredamericans.org 
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